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Electronic Voting and Democracy 

Subodh Sharma 

Abstract 

What are the salient properties that electronic voting systems must satisfy in order to meet democratic principles? 

Are such requirements viable or are they of only theoretical interest? How would the ECI’s EVM fare against such 

properties? These are some of the questions I shall attempt to answer in this deposition. 

1 Introduction 

India recently concluded the world’s largest parliamentary election [Wu and Gettleman, 2019] with 543 constituencies 

and well over 1 million voters per constituency on the average. Complete polling with offline electronic voting machines 

(EVM) not only ensured efficiency of the polling process and timely announcement of results, but, from several accounts, 

also ensured that the election was fair [ET-Bureau, 2019, Purkayastha and Sinha, 2019]. Electronic voting perhaps is 

essential for managing elections of such size and complexity. However, the EVM solution [Election Commission of India, 

2019a,b] was not verifiable therefore its guarantees could not be established [Shukla, 2018, Banerjee and Sharma, 2019] 

, which inevitably generated disquiet during the elections [Vora, 2017, Venkataramakrishnan, 2019]. 

World-wide concerns with EVMs have resulted in their being discontinued in many countries. After several years of 

controversy, Netherlands abandoned electronic voting in 2007 [Goldsmith and Ruthrauff, 2007], deciding that the 

integrity of the democratic process was more important than efficiency. Similar considerations have led to their 

discontinuation in Germany [NDI, 2019], France [Reuters, 2017], Ireland [O’Halloran and O’Regan, 2010] and several 

others. Many in the USA have voiced their apprehensions [Mercuri, 2007, Schneier, 2018, Schwartz, 2018] against 

existing EVMs, and the Defense Advanced Research Project Agency (DARPA) has decided to design and build a secure 

open source voting system for the future [Zetter, 2019]. In a recent report, the national academies in the USA have 

recommended conducting elections with human readable paper ballots trails [National Academies of Sciences, 

Engineering and Medicine, 2018]. 

It is clear that any electronic voting system must satisfy certain minimum requirements before they can be accepted 

as instruments for enabling electoral democracy. It is worth noting that any set of technical requirements is, in fact, 

driven by only three obligations: (i) the losing candidate has to be provided with a convincing proof of their loss, (ii) the 

voter, should she demands, be supplied with the guarantee that her vote was indeed cast-as-intended (indicating that 

the voting machine has registered the vote correctly), recorded-as-cast (indicating the cast vote is correctly included in 

the final tally), and counted-as-recorded (indicating that final tally is correctly computed), iii) no vote should be recorded 

other than those for which a designated polling officer certifies the eligibility and identity checks of the voter, and iv) all 

votes are kept secret during and after polling. 

These, in turn, dictate that any electronic voting system must establish the following three properties: 

• Correctness: all votes are recorded-as-intended (composition of cast-as-intended and recorded-as-cast) and 

countedas-recorded; and that there is no spurious vote injection. 

• Privacy: voter secrecy at all stages of the voting process attacks (such as vote manipulation, injection, and 
deletion) 

Achieving the above properties in a technical design is known to be notoriously challenging (due to the seemingly 
conflicting requirements of security and privacy). Above all, the demanding set of technical requirements cannot be put 

in a paternalistic design that takes away the understanding of the process of collection, recording and accounting of 
votes from the voters. It is crucial for democracy that not only are elections fair, but that they also appear to be fair and 
do not depend on certification by experts and auditors. While banning electronic voting, the German Constitutional 

Court made the following observation [NDI, 2019]: 
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The use of voting machines which electronically record the voters’ votes and electronically ascertain the 

election result only meets the constitutional requirements if the essential steps of the voting and of the 

ascertainment of the result can be examined reliably and without any specialist knowledge of the subject 

[...] 

In light of the above observations, we may be pressed to ask the following: 

Q1 can one design systems or are there existing ones, such as paper ballots, that meet the above-discussed properties? 

Q2 does the ECI’s EVM meet the above-mentioned set of requirements? If not, can we identify the requirements on 
which they (may) fail? 

Paper ballots have been the cornerstone of electoral democracy for over two centuries. No analysis on electronic 

voting systems, therefore, can be complete without a reflection on paper ballots first. While it may appear [Sampath, 

2019] that paper ballots meet the democratic principles, on a deeper analysis it emerges that paper ballots cannot 

guarantee some crucial requirements listed above. Paper ballot based voting systems neither provide a guarantee to a 

voter that her vote is recorded as intended and counted as recorded (without loss of privacy), nor provide guarantees 

against vote injection and deletion to a losing candidate. Clearly, the correctness and security properties are not 

preserved. 

In contrast, how do electronic voting systems fare? It may come as a surprise that design of electronic voting systems 

has been studied extensively in the field of computer science for over three decades with the answer to the first part of 

Q1 being in the positive. See [Bernhard et al., 2017] for a review. It is not clear whether such a rich literature was even 

referred to while designing the Indian EVM. 

In the absence of any public information on the design of ECI’s EVM, and a formal proof or even an informal 

statement on the best design practices adopted relating to the correctness, security and privacy aspects of the machine, 

one can only conclude the answer to Q2 to be in the negative. 

In the following text, I will attempt to present a distilled set of principles from the literature which abstractly map to 

the above mentioned requirements. Thereafter, I will present an argument on why ECI’s EVMs appear on a weak footing 

in relation to some of these key principles. Subsequently, I will briefly discuss two recent and popular electronic voting 
protocols as examples of robust designs before concluding this written deposition. 

2 Trust assumptions and key democratic principles in electronic voting 

2.1 (No) Trust requirement for correctness 

Democratic principles demand that it should not be necessary to trust any authorities, individually or collectively, for the 

correctness of the election process. Moreover, every component of the election process should be publicly auditable 

without requiring trust on any special auditors or experts. 

Polling also requires strict identity verification of voters against a voter list for all votes, and must rely either on digital 

authentication or on offline identity verification by a polling officer. In the absence of a de-duplicated digital voter 

identity system, trust on the latter is unavoidable for eligibility checking. However, this trust must be publicly recorded, 

and we require the polling officers to certify each valid vote. 

2.2 Trust requirement for voter secrecy 

In any polling system voter secrecy must be preserved at all times. Hence, voting systems must never issue a receipt for 

the cast vote to a voter to ensure that a voter is never able to prove to a coercer or a potential vote buyer who they 

voted for [Benaloh and Tuinstra, 1994]. Secrecy and receipt-freeness are necessary conditions for coercion-free voting. 

Receipt-freeness however does not preclude issuing a token receipt to a voter from which no information about who 

they voted for can be gleaned. 
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All electronic voting systems need to trust the hardware security and privacy implementations - for example using 

trusted execution environments [Sabt et al., 2015] - and also the custody chain of authorities for not compromising voter 

secrecy. The protocol itself must guarantee not to leak information. 

2.3 Key democratic principles 

Universal verifiability: A voting system is universally verifiable if it can provide provable recorded-as-cast and countedas-

recorded guarantees for every vote, either deterministically or with a high probability. Universal verifiability 
implies that a system is auditable. 

Individual verifiability: Individually verifiable usually implies [Cortier and Lallemand, 2018, Castello´, 2016] that every 

voter can verify that their vote is cast-as-intended and is recorded in the final list to be tallied. It turns out that 

individual verifiability is essential for voter secrecy [Cortier and Lallemand, 2018]. 

Ideally, one may want a stronger version of individual verifiability where a voter can proactively seek a sound and 

complete proof that their vote is also recorded-as-intended and counted-as-recorded. The proof of individual 

verifiability should be available on demand, and if it depends on a global universally verifiable component, then 

that component should be publicly auditable without requiring any special auditors. In other words, every voter 

should be able to trace their vote to the tally for their chosen candidate and verify the tally. Individual verifiability 

is necessary to establish that a cast vote is non-repudiable, i.e., a voter cannot later claim that their vote was not 

recorded or counted correctly. It is also worth noting that universal verifiability does not imply individual 

verifiability, therefore preserving individual verifiability is necessary in its own right. 

Such individual verifiability is the very root of voter confidence in electoral democarcy. 

Dispute resolution: Effective dispute resolution requires a process for clear determination in favour of either the voter 

or the election authority in case of a challenge, without compromising voter secrecy. Central to dispute resolution 

is the non-repudiability of a cast vote. Non-repudiability of a cast vote cannot be established without the election 

authority being able to provide a sound proof of recorded-as-intended, or compromising on voter secrecy. It is 

also worth noting that universal verifiability does not always establish the non-repudiability of a cast vote without 

relying on instruments beyond the control of an individual voter (such as publicly auditable processes), or without 

compromising voter secrecy. 

Finally, dispute resolution also requires non-repudiability of the verification receipts issued to voters by the election 

and polling authorities. This, in turn, requires all receipts to be duly signed. 

Software independence: A voting system is software-independent if an undetected change or error in its software cannot 

cause an undetectable change or error in an election outcome [Rivest, 2008]. Software independence is a 

necessary condition for universal verifiability, because hardware-software verifiability of a system such as an EVM 

is almost surely an intractable (at least NP-Hard) problem. [Mercuri, 1992]. 

A typical EVM consists of a push-button user interface for voters to cast votes, a memory card to store the cast 

votes, and the software performing the recording and accounting operations running on a CPU. An EVM system 

composed from its components can exist in one of a very large number of states, which, in most cases, is an 

exponential function of the configuration parameters. either software or hardware may occur in a manner that is 

not deterministically reproducible, which necessitates examination of all the states that the system can be in. ( 

These are not systematic failures like due to hacking, and can only cause denial of service type of faults) 

Examination of such large systems is an intractable problem, which often compels the examiners to rely on weaker 

forms of verification such as quality assurance (QA) methods – for instance, testing. However, well documented 

studies have shown that such weaker notions of verification can only detect a fraction of software errors (follows 

a common maxim that tests do not constitute a proof). Even if through weaker verification procedures one could 

ascertain the correctness of software to a reasonable degree, it is still inadequate. Ken Thompson, in his 1984 

Turing award speech, illustrated that even with software programs shown to be correct the effort is far from over. 

One could insert a back-door (Trojan) into the hardware thereby facilitating exploits which remain undetectable. 

Thus, hardware specification, down to the chip level, along with the formal specification of all the side-channels 

must also be revealed and examined. In particular, it may be impossible to determine with reasonable amount of 
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computation or testing whether such systems can ever reach a compromised state, perhaps due to hacking, where 

the democratic principles are violated. 

Finding faults in such large composed systems is either impossible in general or highly expensive. Thus, the 

correctness of an E2E (end-to-end) verifiable voting systems should best not depend on the hardware or software 
used, and must be established solely from the output computed at various stages. 

Protection against spurious vote injection: A voting system must also be free of spurious vote injection, at all times before, 

during or after polling. A voting system must guarantee that no votes are recorded and tallied other than those 

approved by the polling officer. Universal verifiability does not usually guarantee against spurious vote injection by 
collusion of authorities. 

Bare-handed voting: It has also been advocated that a voter should have zero digital computing available at voting time 

[Chaum, 2004]. The reasons for bare-handed voting are twofold. First, it is unfair to rely on voters to be able to 

compute cryptographic functions - or even digitally sign - when they may not have the agency or necessary 

understanding of the process. Second, it is unreasonable to assume that voters can have access to trusted 

computing platforms that will not leak information [Rivest, 2001a, Adida, 2006]. For example, commodity laptops 

and handhelds, which a voter may own but not have complete understanding of, certainly cannot be trusted either 

for correctness of cryptographic computations or for privacy of voting. The secure platform problem [Rivest, 

2001b] effectively rules out internet voting [Chaum, 2004, Rivest, 2001a,b, Mercuri, 2007], and bare-handed 
voting systems must necessarily be polling booth protocols. 

Large aggregation: Finally, making the vote tally of an EVM or a polling booth - typically of a few thousand voters - public 

may enable profiling of a locality or a community. Hence, it is essential to aggregate the votes over several polling 

booths and EVMs leading up to perhaps even an entire constituency before making the tally public. Large 

aggregations are essential for community privacy, and necessitates hiding the polling officers’ identities, yet 

requiring the polling officers to certify each recorded vote. 

3 A Comment on EVMs and VVPATs 

Any EVM based solution that relies on hardware and software integrity, with or without voter-verified paper audit trails 

(VVPAT) [Mercuri, 1992, Election Commission of India, 2019a], is not software independent and is hence not universally 

verifiable. Besides, VVPAT only ensures that the electronic vote count matches that of the paper audit trail, and that by 

itself provides no guarantee against spurious vote injection or deletion in both post the polling process. Thus, the 

fundamental principle of correctness cannot be established for software/hardware dependent EVM based voting 

systems. Reliance on ad hoc and unverifiable processes such as in [Election Commission of India, 2019a, Purkayastha 

and Sinha, 2019] can only result in uncertain technological solutions for electoral democracy. 

Even if EVMs were to be shown to be universally verifiable, in absence of individual verifiability the elections cannot 

offer any instrument through which they can convince the voter about her vote is cast as intended and counted as cast, 

without compromising the privacy of the cast vote. 

A silver-lining, however, exists. Several E2E verifiable electronic voting protocols have been formulated that formally 

guarantee many of the principles discussed in the previous section. In the following section, I will cover two such 

protocols that are either direct-recording electronic (DRE) or optical scanning based electronic voting systems which 
have been in existence prior to the 2019 elections in India. 

4 Some existing E2E voting protocols 

4.1 Scantegrity 

Scantegrity [Chaum et al., 2008] is an E2E universally verifiable voting protocol which is identical to optical scan voting 

systems with an additional feature that voters can take home a receipt from which no privacy information is leaked. The 
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ballots are pre-prepared as shown in Figure 1, where the candidate to letter code mapping is randomized in each ballot. 

Each voter after casting her vote tears off the perforated top right corner of the ballot which has a unique serial number 

and notes down the letter code corresponding to the choice. 

Each voter also has an option to do a cast-or-audit challenge [Benaloh, 2006]. In case of a challenge the voter retains 

that unmarked blank ballot and is issued a fresh one for voting. At a later point of time the voter can demand an audit 

of the correctness of the ballot encryption, i.e., the correctness of the candidate to letter code mapping for the ballot 

serial number for the challenged ballot. A statistically significant number of voter challenges provide a probabilistic 

universal guarantee that the mappings are correct. 

The chosen code letter against the serial number for all cast votes are published on a public bulletin board without 

the candidate names (Figure 2). A voter can verify that her vote is cast-as-intended - for the letter code - by looking up 

the row in the bulletin board marked with her serial number. An anonymous but a verifiable mapping between the actual 

vote and the receipt serial number is maintained by a special component called mixnet [Chaum, 1981, Chaum et al., 

2008] (Figure 2). A mixnet is similar to a switchboard that applies cryptographic operations to conceal the path of 

messages 

  
Figure 1: Scantegrity Ballot (from [Chaum et al., 2008]) 

Figure 2: Mixnet (from [Chaum et al., 2008]) 

through the network. A typical mixnet can have many layers, each layer leading to cryptographic concealment. A voter 

can trace an encoded receipt only up to the input of the mixnet. Thereafter they can only verify partial correctness by 

examining parts of a mixnet that are trusted to be randomly chosen by an auditor and are revealed publicly. For every 

path, at least one part is kept hidden to preserve voter secrecy. The public audit of large parts of the mixnet for a 

sufficient number of voters provide a probabilistic guarantee and ensure universal verifiability. The final result of the 

mixnet is publicly displayed on another bulletin board and anybody can verify the tally. 

Individual verifiability is only partial in the protocol because the voter cannot trace her vote to the final tally and 

must rely on universally verifiable guarantees (thus, recorded-as-cast guarantee is not available). Pretˆ a` voter [Ryan et 

al., 2009] is a system quite similar to Scantegrity in principle which has been tested in several public elections. 

4.2 Starvote 

Starvote [Bell et al., 2013] is an E2E DRE voting system offering similar guarantees as Scantegrity, however, its methods 

of hiding the vote and preserving privacy and universal verifiability are different. 

The voter casts her vote in a voting terminal with GUI (for clear sight voters) or auditory UI (for visually handicapped 

voters). After the vote is selected, the terminal performs three actions: (i) its prints a take-home receipt that identifies 

a short cryptographic digest that serves as the commitment of the vote along with some additional meta-data such as 

the time of the vote, the terminal used for casting the vote, etc., (ii) it prints a paper ballot with a random serial number 

along with the summary of the vote in clear text, which serves as a voter verified paper record. The voter after reviewing 

the second receipt can either cast the ballot (drop it in a box) or use the current choice as a challenge-and-audit action 

[Benaloh, 2006] to convince herself later of the correctness of the cryptographic encoding of her vote, and (iii) the 

terminal sends the encrypted data to the election commission’s office. 

The encrypted votes are posted on a public bulletin board. The voters can verify the presence of their votes on the 

bulletin board by matching the cryptographic digest on their take-home receipts with specific rows in the bulletin board. 

The tallying of the cryptographic votes is performed by the election authority using a special homomorphic property of 

cryptographic operations. In other words, the homomorphic property on encrypted data allows the election authority 
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to perform counting on encrypted votes without ever requiring to decrypt the votes. Anybody can verify the 

homomorphic tallying. 

The protocol is universally verifiable. However, the universal verifiability is only partial because a voter can only have 

a universal statistical guarantee that her vote was correctly encoded. 

4.3 Discussion 

While protocols such as Scantegrity and Starvote preserve properties like universal verifiability and software 

independence, they do not offer non-repudiation on cast votes; in particular, Scantegrity does not guarantee recorded-

as-cast property and Starvote does not preserve cast-as-intended property. Therefore, in such class of protocols the 

individual verifiability guarantee is met only partially. Both these systems are also vulnerable to spurious vote injection 

post-election through insider attacks or collusion among authorities. There have been recent works to partially 

strengthen the protocols against these weaknesses. 

For a recent DRE protocol that provides complete individual verifiability for both cast-as-intended and counted-as-

cast guarantees, and ensures that there can be no spurious vote injection, see [Agrawal et al., 2019]. 

In comparison the ECI’s EVM lacks critical properties such as software independence, universal and individual 

verifiability. 

5 Conclusions 

The use of EVMs in Indian election has indeed demonstrated credible gains in efficiency with respect to the polling and 

counting processes. It is the fatalistic claims of the kind – since the EVMs have not been hacked so far, therefore, they 

are safe – that require attention. That a system has not been hacked yet does not give formal assurance of its infallibility. 

The burden of establishing trust either through verifiable proofs or through best practices lies with the designers and 

the election authority. Since neither ECI’s EVM designs nor verifiable proofs have been made open, the critical question 

of which correctness properties are satisfied by EVMs in India remains open. Ensuring security by obfuscation may be 

legitimate way for enterprises operating for profit but cannot be applied to instruments that enable democracies to 
function. 
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